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2 Cyber Lessons from the Frontlines

2025 is already shaping up to be a battleground for cybersecurity. o e

With global cybercrime costs projected to reach USD 10.5T, by Lo e S
year’s end, the stakes have never been higher. Cybercriminals are w
getting smarter, using Al-driven tactics and large-scale exploits to
target critical sectors. From government breaches to hospital data
leaks and a surge in phishing scams, recent attacks highlight the

growing financial and operational toll of cyber threats. e

1l
i’

HH
1]

As cyber threats intensify, the demand for stronger
defences, top-tier cybersecurity talent, and global
collaboration has never been more urgent.
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Here’s a look at the recent cyber developments that are shaping
2025.


https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
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Major Security Breaches:
A Costly Wake-Up Call

Cyberattacks are becoming more targeted, disruptive, and costly —
impacting governments and organisations worldwide.

In Singapore, mobile wallet fraud is surging, with phishing tactics causing
USD 8.9K in losses — 80% linked to Apple Pay. In the UK, security flaws in
government IT systems have exposed sensitive data and infrastructure.
South Africa’s government-run weather service (SAWS) was also forced
offline, disrupting a critical resource for airlines, farmers, and emergency
responders. Across the Atlantic, a data breach at a Georgia hospital
compromised 120,000 patient records, while BayMark Health Services,
the largest addiction treatment provider in the US, alerted patients to a
similar breach.

What steps are governments, tech providers, and enterprises
taking to protect themselves, critical infrastructure,and
individuals?


https://fintechnews.sg/107888/e-wallets/singapore-phishing-scam/
https://www.infosecurity-magazine.com/news/scores-critical-government-it/
https://www.infosecurity-magazine.com/news/scores-critical-government-it/
https://dig.watch/updates/south-african-weather-service-hit-by-cyberattack-affecting-critical-operations
https://dig.watch/updates/south-african-weather-service-hit-by-cyberattack-affecting-critical-operations
https://www.infosecurity-magazine.com/news/georgia-hospital-120000-data-breach/
https://www.malwarebytes.com/blog/news/2025/01/baymark-health-services-sends-breach-notifications-after-ransomware-attack
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Protecting Critical Infrastructure: The Digital Backbone

As global connectivity expands, securing critical infrastructureis paramount to sustaining
growth, stability, and public trust.

Undersea cables, which carry much of the world’s internet traffic, are a major focus. While tech giants
like Amazon, Meta, and Google are expanding these networks to boost global data speed and reliability,
the need for protection is just as urgent — prompting the EU to invest nearly a billion dollars in securing
them against emerging threats.

Governments and tech providers alike are stepping up. The European Commission has introduced a
cybersecurity blueprint to strengthen crisis coordination, rapid response, and information sharing.
Meanwhile, Microsoft is investing USD 700M in Poland’s cloud and Al infrastructure, working with the
Polish National Defense to enhance cybersecurity through Al-driven strategies.



https://www.networkcomputing.com/enterprise-connectivity/amazon-meta-google-plan-subsea-cable-expansion
https://www.reuters.com/world/europe/eu-will-propose-establishing-fleet-vessels-emergency-undersea-cable-repairs-2025-02-21/?utm_source=chatgpt.com
https://industrialcyber.co/critical-infrastructure/european-commission-unveils-cybersecurity-blueprint-to-strengthen-eu-cybersecurity-and-crisis-coordination/
https://industrialcyber.co/critical-infrastructure/european-commission-unveils-cybersecurity-blueprint-to-strengthen-eu-cybersecurity-and-crisis-coordination/
https://news.microsoft.com/pl-pl/2025/02/17/microsoft-announces-a-pln-2-8-billion-investment-in-cloud-and-ai-infrastructure-skilling-and-cybersecurity-in-poland/
https://news.microsoft.com/pl-pl/2025/02/17/microsoft-announces-a-pln-2-8-billion-investment-in-cloud-and-ai-infrastructure-skilling-and-cybersecurity-in-poland/
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Quantifying Cyber Risk:
Standardised Threat Assessment

As cyber threats grow more sophisticated, so must our ability to detect,
measure, and respond to them.

A major shift in cybersecurity is underway - one that prioritises
standardised threat assessment and coordinated defense.

The UK is leading the charge with a new cyber monitoring centre that
will introduce a "Richter Scale" for cyberattacks, ranking threats much
like earthquake magnitudes. Emerging countries are also joining in;
Vietnam is strengthening its cyber defences with a new intelligence-
sharing platform designed to improve coordination between the
government and private sector.

4
.....

By quantifying cyber risks and enhancing intelligence-sharing, these
efforts are shaping global cybersecurity norms, improving response
times, and building a more resilient digital ecosystem.


https://www.infosecurity-magazine.com/news/new-uk-cyber-monitoring-centre/
https://vietnamnet.vn/en/vn-to-launch-cyber-threat-intelligence-sharing-platform-for-enhanced-security-2375366.html
https://vietnamnet.vn/en/vn-to-launch-cyber-threat-intelligence-sharing-platform-for-enhanced-security-2375366.html
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Beyond Defence: Proactive Measures * ©
to Combat Al-Driven Cybercrime

Cyber threats evolve faster than defences can keep up — a single
click on a malicious email can lead to a breach in just 72 minutes.

With Al making cyberattacks more sophisticated,
governments are taking an active role in cyber law
enforcement.

Indonesia set up a cyber patrol to monitor and regulate harmful .
online content while also working to create a safer digital space for
children. Thailand, Cambodia, and Laos are cooperating to curb
cross-border scams through intelligence sharing and joint

enforcement efforts.



https://news.microsoft.com/en-cee/2025/02/05/governments-are-in-the-top-3-most-targeted-sectors-worldwide/
https://en.antaranews.com/news/346561/government-prepares-cyber-patrol-to-analyze-negative-content
https://opengovasia.com/2025/02/28/indonesia-creating-a-safer-digital-world-for-children/
https://opengovasia.com/2025/02/28/indonesia-creating-a-safer-digital-world-for-children/
https://en.vietnamplus.vn/thailand-to-cooperate-with-cambodia-laos-to-curb-scams-post310420.vnp
https://en.vietnamplus.vn/thailand-to-cooperate-with-cambodia-laos-to-curb-scams-post310420.vnp
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Building Trust Online: Digital Identity Solutions

Governments are moving beyond enforcement to strengthen security with digital identity
frameworks.

The EU is leading this shift with large-scale pilots for digital identity wallets, designed to offer citizens a

secure, seamless way to verify credentials for services, transactions, and age-restricted content. By
2026, each EU member state will issue its own wallet, built on unified technical standards to ensure
cross-border interoperability and stronger cybersecurity.

Digital identity wallets mark a major shift in data security, giving citizens greater control over their
information while strengthening online trust. By securing identity verification, governments are reducing
fraud and identity theft, creating a safer digital landscape.



https://www.weforum.org/stories/2025/01/how-ai-driven-fraud-challenges-the-global-economy-and-ways-to-combat-it/
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Closing the Gap: Global Cyber
Education Push

Cybersecurity educationis nho longer just for IT teams
- it’s essential at every level, from executives to
employees, to build long-term resilience.

Again, governments and tech giants alike are stepping up to
bridge the skills gap and enhance cyber awareness.

Singapore is leading by example with a cyber-resilience
training program for board directors, ensuring corporate
leaders understand cyber risk management. AWS is
investing USD 6.35M to support cybersecurity education in
the UK, and Microsoft is expanding its global training efforts.
The company has partnered with Kazakhstan to strengthen
public sector cybersecurity and has committed to training
one million South Africans in Al and cybersecurity by 2026.

[“We’re blocking over 7,000

password attacks per
second, and yet the threats
keep evolving. This is why it
is important to work with
the biggest experts in
cvbersecurity and share

knowledge to help
governments and
organisations stay ahead.”

Sergey Leschenko
MICROSOFT CIS DIRECTOR



https://www.insurancebusinessmag.com/asia/news/breaking-news/singapore-launches-cyber-resilience-training-for-board-directors-524535.aspx
https://www.infosecurity-magazine.com/news/aws-5m-pound-grant-cyber-education/
https://www.infosecurity-magazine.com/news/aws-5m-pound-grant-cyber-education/
https://news.microsoft.com/en-cee/2025/02/05/governments-are-in-the-top-3-most-targeted-sectors-worldwide/
https://www.linkedin.com/pulse/microsoft-train-1-million-south-africans-ai-cybersecurity-rghhe/
https://www.linkedin.com/pulse/microsoft-train-1-million-south-africans-ai-cybersecurity-rghhe/
https://news.microsoft.com/en-cee/2025/02/05/governments-are-in-the-top-3-most-targeted-sectors-worldwide/
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Ecosystm Opinion

The Path Forward: A Collective Responsibility

The cybersecurity landscape underscores a crucial truth: resilience
can’t be built in isolation. Governments, businesses, and individuals
must move past reactive measures and adopt a collective,
intelligence-driven approach. As threats grow more sophisticated,
so must our commitment to collaboration, vigilance, and proactive
defence.

In an increasingly interconnected world,
securing the digital landscape is not just
necessary - it’s a shared responsibility.
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