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Reshaping Risk, Infrastructure, and Skills

This impacts the entire tech market, including tech skills, market opportunities, and innovations. 
Ecosystm analysts present the top 5 trends in building an Agile & Resilient Organisation in 2024.  

While the discussions have centred around AI, particularly Generative AI in 2023, the influence of AI innovations is extensive. 
Organisations will urgently need to re-examine their risk strategies, particularly in cyber and resilience practices. They will also reassess 
their infrastructure needs, optimise applications for AI, and re-evaluate their skills requirements.

Organisations Will Refine Data & AI Strategy, but Lead with Cyber and App Modernisation In 2024

Cyber & resiliency Data & AI strategy Application modernisation

SHIFT IN TECHNOLOGY PRIORITIES: 2024 vs. 2023

Source: Ecosystm, 2023
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Striking the right balance between cloud-based flexibility and on-
premises control is pivotal, with considerations like data control, 
privacy, scalability, compliance, and operational requirements. 

Gen AI Will See Spike in 
Infrastructure Innovation1

Innovations in hardware 
architecture, including 
neuromorphic computing and 
quantum computing, hold 
promise in addressing the 
complex computing 
requirements in the 
advancement of Generative AI. 

Richard Wilkins
Principal Advisor
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⊲ Cloud-native development frameworks like Spring Boot and ASP.NET Core 
make it easier to develop cloud-native applications

⊲ Cloud-native databases like MongoDB and Cassandra are designed for the 
cloud and offer scalability, performance, and reliability

⊲ Cloud-native storage like Snowflake, Amazon S3 and Google Cloud Storage 
provides secure and scalable storage

⊲ Cloud-native messaging like Amazon SNS and Google Cloud Pub/Sub provide 
reliable and scalable communication between different parts of the cloud-native 
application

Cloud Migrations Will Make Way 
for Cloud Transformations2 Tim Sheedy

VP, Research

The agile, resilient organisation
needs to be able to respond at 
pace to threats and 
opportunities. Some of this 
ability to respond will be related 
to the technology platforms and 
architectures (cloud, AI etc.) but 
it will be employee skills that will  
dictate pace of reform. 
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There will be a return of “big apps" projects in 2024

2024 Will be a Good Year for 
Technology Services Providers 3

The hard work lies ahead of 
organisations as they look to 
modernise their legacy 
applications for a hybrid or 
public cloud future. This will 
require an even deeper 
investment in modern cloud  
skills – either internally, or more 
likely, through a partner. 

Tim Sheedy
VP, Research
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Security training that underscores the threat of more polished and 
personalised phishing is a must. 

Gen AI and Maturing Deepfakes Will 
Democratise Phishing4

While protective measures such 
as MFA and next-gen SWG can 
reduce the risk of intrusion, it's 
crucial for organisations to 
anticipate the possibility of a 
breach. Organisations can limit 
potential damage by adopting 
technologies like ZTNA and fraud 
analytics – a trend that will grow 
in 2024.

Darian Bird
Principal Advisor
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In-house security teams will particularly value the flexibility and 
customisation of dashboards and reports that give them 
enhanced visibility over all assets and vulnerabilities.

A Holistic Approach to Risk and 
Operational Resilience Will Drive 
Adoption of VMaaS

5

The growth of VMPs in 2024 will 
be driven by the need for a more 
proactive approach to resilience 
and cybersecurity. Strategically 
addressing operational 
weaknesses with a planned and 
measured response will help 
organisations leverage their 
spend on security and risk.

Alea Fairchild
Principal Advisor
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