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WHO WE ARE WERE

8-10 million
S M S M E S SAGES  P E R  A N N U M

3000+ 
R E S E LL ERS

30,000+
HO S T I NG CL I E N T S

2002

F O R M ED  A S

A  S T A RT UP I N ~10%
M A R KE T S HA RE  –

. A U  D O M AI N  N A M E S

WE B  S E R VI CES  P R O VI DE R

Domain name

registrar

Web/Server

Hosting

SSL Products SMS messaging

200,000+ 
D O M A I N N A M E  CL I E N T S

30+
E M P L OYE ES

O F F I CE S  I N

Melbourne Jakarta

B U S I NESS  WA S

Profitable GrowingCash Flow Positive
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Thu. 23/6

MAJOR BREACH (11TH – 23RD JUNE, 2011) 
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~ 4:30 pm
‘Major’ Incident

~ 5:30 pm
Shutdown entire 

network
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Network 
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Approx. 96%
of servers online

Sale of Assets
to Netregistry

~ 4:30 pm
‘Major’ Incident

~ 5:30 pm
Shutdown entire 

network

Sat. 18/6

Client
Comms

Social
Media

Compliance

auDA

nzDNC

ICANN

AFP

Analysis

Customer 
Loss

Board 
Meeting

AFP
Meetings

Staff
Loss

Complete Assessment

Board Meeting

Solvency? Insurance

Network 
Rebuild

First Servers come back 
online

Compliance

Governing Body 
Support (auDA, etc)

Media

Social
Media

Media

Announcement Re: 
4 servers

Liquidator 
Meetings

PCI/
Banks

Privacy 
Commissioner

Government

Staff Loss

Media

Accreditations

Damage Mitigation

MAJOR BREACH (11TH – 23RD JUNE, 2011) 
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THE DIFFERENCES IN CYBERSECURITY APPROACH

Mature, 30%

Evolving, 70%

DRIVERS OF 

SECURITY 

INVESTMENTS

CHALLENGES OF 

IMPLEMENTATION

KEY SECURITY 

STAKEHOLDERS

DATA

CLASSIFICATION

BREACH HANDLING 

PROCESSES

* Mature : Organisations that rate the maturity of their 

Security solutions at an 8 or above (Scale 1-10)

N = 1,136

Source: Ecosystm, 2019
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#1 THE RIGHT MOTIVES FOR CYBERSECURITY INVESTMENTS

N = 1,136

Source: Ecosystm, 2019

>75%
D O N ’ T  K N O W WHE R E  

T O  S T A RT  O R  WHE R E  

T O  F O CU S  R E S OU RCES

Breach Prevention
S T A RT I NG P O I N T  O F  

S E CU RI T Y  R O A D MAP

Currently Focused

On Compliance
U N CL E A R O F  WHA T  

“R I S K  M A N A GE ME NT ” 

E N T A I L S  

0% 20% 40% 60% 80% 100%

Sales opportunities

Marketing/Creating brand image

Cloud migration

Country compliance

Response to incident/breach

Industry compliance

Project requirements (IoT, DX etc)

Organisation's Risk Management programme

Mature Evolving
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#2 A DEDICATED FOCUS ON SECURITY

N = 1,136

Source: Ecosystm, 2019

0%

20%

40%

60%

CISO/ CSO CTO Board of   Directors IT Admin/ Manager Data Protection Officer

Mature Evolving

O F  E VO L VI N G 

O R GA N I SATI O NS HA VE  N O  

D I R E CT  R E S PONSI BI L I TY  

F O R  S E CU R IT Y

Engaging a 3rd

Party Advisory firm

69%
M A T U RE

25%
E VO L VI N G

68%
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#3 STARTING THE JOURNEY WITH DATA CLASSIFICATION

N = 1,136

Source: Ecosystm, 2019

0%

20%

40%

60%

80%

100%

Employee Data Confidential

Customer Data

IP & Legal

Documents

General Customer

Data

Consumer Data

Mature Evolving

<50%
N O T  I D E N T I F Y I NG 

K E Y  S E N SI T IVE  D A T A  

B E Y O ND I P  &  L E GA L

“General Data”
CO U L D  S T I L L  I N T E R E ST   

HA CK E RS - A N D  A CT  A S  

A N   E N T R Y P O I N T



info@ecosystm360.com | www.ecosystm360.com This Information is Confidential & Proprietary

#4 AWARENESS OF CLOUD RISK

Store sensitive data

on Public Cloud 

31%
M A T U RE

60%
E VO L VI N G

Feel Public Cloud security

features are sufficient

27%
M A T U RE

56%
E VO L VI N G

AVERAGE APAC 

ORGANISATION HAS

3 current cloud solutions

EXPECTED TO BE

5 by 2020
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#5 READINESS TO HANDLE A BREACH

N = 1,136

Source: Ecosystm, 2019

0% 20% 40% 60% 80% 100%

Improving notification processes

No process in place, developing

Announce on website

Notify all in the database

Notify only those at risk

Notify relevant regulatory authorities

Mature Evolving

N O  B R E A CH/  U N S U RE

Cybersecurity

Insurance 

70%
M A T U RE

33%
E VO L VI N G

95%

73%
WHO  CL A I M  N O  B R E A CH - S A Y  

A  B R E ACH I S  I N E VI T A B LE  
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AND FINALLY… INVESTING IN THE RIGHT SOLUTIONS?

N = 1,477

Source: Ecosystm, 2019

S HI F T  O F  F O CU S  O N  T HE  

D A T A  A N D  N O T  J U S T  T HE  

P E R I ME TE R

0% 20% 40% 60% 80%

Crisis Communication

GRC

Threat Analysis & Intelligence

IDAM

Fraud/ Transaction Security

Messaging Security

SecOps & Incident Response

Data Security

Network/Infrastructure Security

Application Security

Current Plan in the Next 12 Months
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KEY TAKEAWAYS

80% O F O RG A NI SATI O NS 

CO NSI D E R  THE M SE LVE S  

I M M ATUR E

Most still don’t even know

where to start

TE CH BUYE R S  

NE E D  TO  BE  P ROACTI VE  

Don’t let an incident or compliance 

drive your security programme

CYBE R SE CUR I T Y  VE ND O R S 

NE E D  TO  HE LP  

O RG A NI SATI O NS G O  

BEYO ND  “SECUR I T Y  A S  A  

CO ST ”  

Understand the real risk and the 

value of a structured programme



THANK YOU

Ecosystm Advisory

W www.ecosystm360.com | E info@ecosystm360.com

LI www.linkedin.com/company/ecosystmadvisory.com/ 

TW twitter.com/ecosystm360

Carl Woerndle

Principal Advisor

carl.woerndle@ecosystm360.com


